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THE HOMKER UNION OF CHINA HACKED INTD MORE THAN EIGHTY UNITED
STATES GOVERNMENT WEE SITES LAST SPRING, DEFACING AND CRIPPLING
THEM WITH SEEMINGLY LITTLE EFFORT. IT WAS PART OF AN ORGANIZED
RESPOMNSE TO THE DEATH OF WaNG WEI, THE CHIMESE PILOT DOWMNED IN &
COLLISIOMN WITH A LS. 5PY PLANE. ALTHOUGH LITTLE FERMANENT DAMAGE
WAS DOME, THE INCIDEWNT IS5 & CHILLING REMIMDER OF THE GAPING HOLES
IN CYBER SECURITY THAT ARE NOW CONSIDERED A NATIOMAL THREAT. IT I5
THE 50RT OF THREAT THAT RICHARD CLARKE, PRESIDEWT BUSH'S CYBER
SECURITY CZAR, HAS CALLED A POTENTIAL *DMGITAL PEARL HARBOR.®

“Uhur nation barely recogmizes the extent of its cyber valnermbility,” warns Comstanhine
:'.I_.1|'|il:n|mu|u,_ intrus o detection EXPETL and associate professers i the 1 fepartimsent
of Electrical and Compater Engineering | E.CE. L " Many whlity, corporate and
government networks are linked by the Intermet. Theoreticall v, if one is attacked,

a whale series of infrastructurss can be atlacked,” he continued. “We haven't seen
privthing vet”

He shicmld kreew. Mnnik:-pnl:h-s is part of a team o MITT researchers led by Atam
Chawwan, EACE, professor and department chairman, woerking to bolster mational
cvber security at the Center bor Wineless Networking and Internet Security, 2 major
rescarch effort that was launched at MIT last December threugh @ fve-year, 526
mallicon grant from the Mew Jersey Commission on Science ancd "Ii.'-.hu-:;lu'-‘!'_'r.
[Hevan is the director of the center, rum jeintly by NIT and Princeton University,
Center researchers are investigating methods of predicting cyber attacks, identifving,
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techmiques for recovering damaged digital data
and improving the security of wircless connections
i the Imternet. Until the World Trade Center attack
on Septemiber 11, such projects received linle
atbention.

W were the ugly stepsister,” said Manikopoulos,
comparing security studies boowel |- funsbed
rescarch that produced popular wireless technal o
gies such a5 palm-held cormputers like personal
directory assistants [ PILAsL “Until mow, the
bigoer comoeris have been providing more feitunes
and better functionality — not security” As a result,
the mation became highly vulneesble as wireless
technology spread into e commerce, health care,
imventery comtrol and ather on-line conumunica-
tions, nadted hawan. “Security controls haven't
ket pace with change” e said, For examjple,
wirchkss networks use encryption codes to combat
access o Classified cyberspace information like
credit card numbers and trade secrets. But last
year, Califernia researchers cracked the most
popular encryplion system.

O of e imoest common vpes of [ntermet
terrorism is a distributed Denial of Service (TU005.)
attack, [0S, attackers rermoetely conmandeer
hundreds of Internet-connected personal comput-
ers and wse them te release a disabling deluge of
data against a web site. Like gas mask-wearing
robbers who release tear gas in a bank, web
imtruders can pick their way through the confusion
o work their mischiel while legitimate users are
denied aooess.

Manikopoulos, who worked five years omoa U5,
Armmy anti-intrusien project, is designing strategies
for predicting attacks of all kinds, Amackers, e
explained, keave clues.

Likoe criminwdogests, intrusion immvesiigs ors pone o
compeer recnrds of past attacks i find these does.
Researchers catalog the idicsymorasies, or anomalics, as
Manikapaulies cills them, in netwark datahases. By
usingg probability equations and other techimgues, he
can estimate the potential for rournence.

“By searching the systern and matching it with the
dlata, you sometimies can figure out what's happen-
ing even before an attack actually begins” he said.

5o far, this work has been based on a body of
Enowledge derived from prior attacks. The main
researsh challenpe now, sid Manikopoulos, is 10
idenrify attacks for which there is noe precedent.

“UH course, this will be much harder,” be said.
“But we think it is possible”

Dhawan is investigating signal-processing, sys-
tems For protecting digital data through improved
coding. His field, digital watermarking, relies on
miathensatical coding te deliver limages and andio
signals. It is best known for embedding hidden
nformation te protect on-line muosic recordings,
While encryption ensures only authorized vsers
cam s files, watermarking offers additional infor-
mation that assures correct, unsorrepted data,

Dihanwan is experimenting with a set of stheimsai-
watl functions called wavelets, used in compressing
bulkey still-image or video files for quick computer




downloadiog, bn the process he s desigming, inages
arg senf inseveral piecss af various spectral - or
light — frevuencies, somw of them net normally used
tor data tramsmission, To enhange security, each
prece recemves a specil watermark i a process. called
mauliileve] dynamic coding.

A second marking project led by Yun C3 5,
E-CE associate professer, also holds great prormise,
Sl sctave for Foier vears m the Geld of muoltamedi
watermarking, is trying to make the process less
vulerable o corruption, One of bis inttiatives
would improve the technigue of intereaving -
sernmblang the order i which codes for speech
amd wideo data are received,

Cruce, nghly adverse conditions, suclh as
battlegronnds or disaster sites, present a tormidable
challenge For secure commumcatons, Symeon
Papavassilion, EACE assistant professor, is attempt-
ing b destgn Internet-like, wareless subsystems that
will offer this unespected ability even when sifes
have not been prepared for secure relecommunica-
tions Called mobile ad-hoc wireless networks, they
will depend smply ona portable conmputer.

“What makes this so ditficult is that there's no
feed mirastructure.” said the researclier, 5o we
have b create one — spentaneonsh.”

Under nommal condations, a comgplete, functional
wireless network requines nosdes, or tralhic centers,
to b i place to roale commumcations from e
user b anather. Witheut nodes, s nebwork simply
cannol operate. Eadh of these traffic centers also
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" HOMEGROWN NATIONAL

SECURITY EXPERT

lim Lindenfelser "65 takes national security
Issues In stride, He leads a team of highly
cleared engineers, computer sclentists, ana-
Iysts and telecommunications engineers who provide
the computer and telecommunications security
expertise critical to natlonal defense and operations
arpund the globe, His maln clients are national secu-
rity organizations of the federal governmant, Senior
wice president and director of the Space and
Communications Operating Unlt at TASC, a subsidiary
of Morthrop Grumman, he also spent bwenty-two years
in the United States Alr Force. My whole career has
been security focused," he remarked,

His group at TASE offers a speclal service known as
InfoShield™, which provides an assessment of the
wulnerability of an nterprise to cyber attach It can also
redesign a network o eliminate or reduce vulnerabdlity,
Lindenfalser, whi has been invahead with InfoShield
since [ts Inception, describes it as “a living product that
wa continupusly improyve,®

Lindenfelser ks also esponsible for a stabe-of-the-ar
labsoratony where nire technologies for cyber and physl-
cal security are developsd and tested, Lab researchers
wiark under his guldance, and he establishes inwvestment
pricrities,

In his State of the Unlon address last January, President
Bush asked citizens to ghve fwo years of service to the
country, |t appears that Lindenfelser has more than sat-
Isfied this requirement: he has giwen his entire career,

— Klynnn R Ginsbery
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mst be capable of acceptang and reliying multsple
transmiassions simultaneously, In addition, exch
miust b able o sense secuniy mirusions,

The solutiomn, said Papavassiliou, invalves srgan-
g several lghly sophsticited mohade nodes e
the maobile network grougy, soeme assigned to sta-
1i.“lllﬂ|.'=|' or bl.l:lw- |1|.I'.|'!'i|.'|F LISTS ﬂl'lIJ 1!‘1EIL'TI .I.Ii-ip:ll'.'d.
to fast-moving wsers, Each would be equipped to
riale Wi.“.'lL"ﬁH LL'I'IJIII.'I.I!l.iLiI[i!'.III.'E AETHOTHE, WL Gl
they mawe in and ot of the immediate region
while simultanesusly sensing poteniial intrusions.

Sofving the ad-hoc nebwerk’s cornplicated techmical
proflems relies am a cross-disaaplomry approach,
Manikopoules, for example, is contributing his anti-
mtruision stegies. ECE, assistant professor S
Tekinay, who specializes in netvork managemsent,

Attackers leave clues. Like criminologists, intrusion
investigators pore over computer records of past attacks
to find these clues [and] estimate the potential for
recurrence. The challenge now is to identify attacks for
which there is no precedent. Of course, that will be
much harder, but we think it's possible.

15 designimg wireless systems For panpomting the
locations of each mmoebile wser, both inside and
autside the ad-hoe nemwaork.

Actually, Tekinay's cverall research project
extends well bevond the mim-neowork. She is siudy-
img strategies lor locating vsers and disseminating
wbormanion Lo and from tem throwghout the
warld,

alse swmomed up ber research goal m a somple
phrase — “anyhaw access™ — and she vsed ber own
situataon 1o desenbe ts potentaal. 1 should be able
to access anything [ need on the NITT network with
an appropriate level of security whether Umoon the
g in the office or at heme,” she said.

HI.I.'E‘IL IL':I:II.'IIL’!IH FIUL'HI AT T iH i.l:ll.EW.IbHitlI\'.' I'i!d'
v rnain reasons. First, wireless carriers in e
Lhiineed Spanes and the rest of the world Dase adogted
technical communications standards and protocols
that are incompattble with oo another.

Secomd, the trinsmassion capaaty — or band-
witdth — for tunmeling digital data over the ainvaves
b el computer equaprment s moch more lim-
itex] tham the huge bandwidth provided by wined svs-
s Iransmassaon 15 also more fragle, parivoulardy
ue & mser moves o cell to cell and tries to down-
lovaed '|a-1.|]k;.' Files.

Tor tackle the standards ssoe, Tekinay is leading
the center's effort to persuade the mbermational
standards-setting apencies to include consistent
and appropriate security protocels in tee design
ol the next — or tourth - generation of wircless
protoels

M5 tor capacity issues, she is sugpesting alterna-
tiwiss, O imvolves desgzoing methods for bypassing
wireless technology altegether, Another would
encourage wireless crriers o recognise usge in
addition to locatien in granting, or demving auth-
orreed access o nestricied data.

Oine recommiendation calls For wared [nfermation
Stations b be mstalled at airporis and other
comvenient locations. These stations would provide
access Lo the Internet for downloading at hagh
spreedd, tor exarmple, withaut wireless bandwidth
complications. For timses swhen stations are anavail-
able, Tekinay is supgesting wireless methods For
distimguishing ameong computer devioes, and e
ways they are being used, to determine acoess.

Inclustry leaders ane dlosely watchang the
progress of all these initiatives, especially their
wirebess applications, For Bevin Carswell 79, vice
president of worldwide hard disk drive develop-
ment at [BM, managing security i a crucial siep in
the promising future of a Geld that many believe
iy soomeday dominate every bevel of comme o,

“The structured tocns on management and
sevurity of complex windess networks 13 absolutely
nieeded,” said Carswell, whose Fertune 500 company
i reviewnng the centecs propects, "Windess is
prasving so quickly that soon almost everything
will be hookisd to the [Intermet through the airsaves

data phones, POUA & cars, even vending machines
that i]LI.l-ixll.'lu'l:IL'ﬂ".:.‘ call up dastribmirors to tell them
they're out of soda.”

B matter haosw gogad our research s, toewgh,
warne Tekinay, “we will alwavs tace some risk. The
musl secure network s one 1 which no one com-
rmuanicates with amyone,” =
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When planes crashed into the Woerld Trade Center on
September 11, many travelers asked why science had mot
yif developed & technolegy that allows ground persannal
to seize contred of & hijacked plane, When they saw tele-
vised videotapes of the hijackers taken by airpoet security
cameras & few deys later, many &lso wondersd wiy faoe
recogmition technobogy could not be wsed to identify the
terrorists before they boarded the planes,

Questions like these have long challenged researchers
working in the fleld of Mometrics, the sclence of identify-
ing people by measuring and dlassifying their unigue
physical characteristics, such as the ridges and grooves on
fingers, the iris of the eye and the centours and wrinkles
of the face. For bwo blometrics researchers at MIT - face
recogmition expert Chenglun Liu and hand grip specialist
Michael Recce — the persistent guestions spawned by the
terrorist attacks have helped fecus attention on some
highly promising research.

T Resgoe, direcbor of NITs Center for Computational Biology
and Bioengineering, and Liu, assistant professor in the
ey College of Computing Sciences, the human body liter-
ally holds the key to the age-cld dilemma of restricting
aepess to a lmited number of people,

“A traditional key, sven an electronic ey, can be bost,
stoben or duplicated,” abserved Recce,

“But each one af us has only one face,” said Liu. Yoo
carry it with you esenmwhens.”

indeed, the faces of some of the September 11 termorists
had already been placed on the FBI's Most Wanbed list and
theoretically could hawe been matched with the videotaped
images captured at the airpents. Such a system is nat in
effect, hovweser, and for good cause, said Liu who has been
working inthe field for six years, While a gradwate student
at George Mason University, e was invelved in the deyel-
opment of & gevemment-sponsoned face recognition data-
base that has become the de facto standard used to est
face recognition algorithms around the waorld,

Research has shown, howeyer, that the technology's reli-
ability dechnes over time, partly becauss the database must
b continweally updated te acourately correspond with facial
changes caused by aging and cosmetic alteration, Lighting
comditions for camernas strategically boated in publc places,
such as alrports, alse produce images that frequently do
mot clearly match those in the database, he said,

“Technilegy is not ready yef to solve all the problesms,”
Liw mated.

Newertheless, socuracy has improved significantly through
his image enceding and classification reseanch, which

takes into account factors such as emotional reaction and
variations im illumination, Liu, who |5 expected to publish
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his findings in March, has applied for 8 patent to protect
his process.
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Recce, who is developing electronic sensors in a gun
handle fe authenticate firearm wsers, has alse applied for
a patent to adapt his hand grip technebogy for wse by air-
plame pilets. His initial research feoused sobely on the
placerment of tiny sensors to ensure that the electronic
“senaft gun" would operate anly for these authorized to use
Ehoge e e {5 ee NNT Muagazine Fall 20000}
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But his experiences in Manhattan on September 11
prompted him to expand the horizon of his research.

“I saw each of the Twin Towers collapse,” said Recce, wha
wone shops covened with dust from thie disaster for several
days, =| was very upset, of course, Later, | gt to thinking
ahout how the tragedy could have been prevented, and it
cieirred to me that hand grip technolagy might be an
BTISWEL.™

Since eperation of modern aircraft frequently shifts
betwesn the pilot and ground controlbers, Recce reasoned
that the installation n;l' his grip sensers in the cockpit
centrots could be achieved with relative ease. Only the
authenticated grips e piliet or copikot would be
programmed to u' sidte the plane,

“Witen the pilot rebeases his or her grip, control of the
plane would revert bo the ground,” he said. “A terrorist
couldn't pilet the plane.”

With sorme sdjustments in the design of the alnoraft,
ground controllers could even land the plane, as they
often do with aircraft camier planes, be added,
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